kaspersky

| Digital Footprint Intelligence] M '
~ENBTBEE:

plopZt=okc)=[0 =
BRASHHDARILZAF—
T—ILRAT =77V TRER




WMINEXRAEHE (L ?

Kaspersky
Digital Footprint
Intelligence

NP TN —KEBZZTDAEENHDT/INA R TRITT7DE
TLID—=0DEK - VT IREICK > TITRIEMEARUZCE CHENRMBIHMNLNY  EXRIELVIEHEIC
SEREVCITEEYC VR TLADEERN - BREIANRE, TN\ —KREICLDIBRADERERY SDIFRIMN
REUBVVIARE C AR INIZEFIC -
=AM N—RBOEEZ RS T HICIE. HENREHZIEEL. [SHR |IOUVKEECIFUSKEBETSICEHNEE

— AR ABL

u]
e
m 1 Z %l DI EE N S 51,
D @ @ S>ITEEIOX MME
AN
PC Web X—=)b

UE—k L =
FAIhyT » @%bé.?v—a/%i%) /\\96@?
TLO—OBK Q VPN - S
2 REICLDZEAE e ‘ym
7R —EX  SSL-VPN AN ﬁ;?]% v RE—=IT
TSV TA—L
kaspersky

2 Copyright © 2024 Kaspersky Lab. All rights reserved.



HDigital Footprint Intelligence: F—E XE

3

Kaspersky
Digital Footprint
Intelligence

B U ESEECEREI R EDEFIAIVT VR I EHRE

<DthEE—H>
-V NI =URFITIFET DMt RES
-SHBNTSUREEERT TV I T YA ORA

-¥—2web-TelegramTHERE U REEE - [FEHREZV\E V> BTERMRU X VICEHT BRI

<DEE—HI>
-INYA—ICXT D/NT N (RESF IR L) 438, ST
-BHREAVWVIRESNIAERED T HO UL DL DY b A—RIER - NEREFIREE)

-KasperskyDplltF—EREVTRMITIBRA VI TII I IR ZE]
<BBAVT)IIVRY—EZ—fF>
-APT Intelligence Reporting: Kaspersky®IF+X/N\—rHAEUZAPTRERICEET 2 TTPsE DeF MG
-Anti-Phishing Feeds: B8B#&ND TSR, A0 S51 T —ERF RIS BERIBEREZESI T vV REICET 2155

kaspersky

Copyright © 2024 Kaspersky Lab. All rights reserved.



BDigital Footprint Intelligence &I&

Kaspersky
Digital Footprint
Intelligence
cNARIWVZAF—DIFRIN—EREFERIY —RAZHR/E - 2L BEINSAREDH DMFHEREDIFTER I,
BABRDTAL - SEERICW T SHRESHE DI REZEBR 7 o—FCHREI DT —EX
TRADSATIRERBAT D ETHRANUEBRBOMEHER CHERERRE R EHizLRN—haigH
g ARYED—OERD @ 1N —ZRERE Kaspersky
BHE Ay v #—J12web THFZN—BC LB
v F1—Jweb
v ¥—2web
- AERHhSEAERGT—EXR - TN EREDEE T4 |Vk wrm | s M=
- H—EZRDT1H-—TUK - RRLET Y RAER o RYbRYRET VDT BT
- FREIOMEEN - BEHDIMTAY— . APTUY—F7—%
« IOZTOANIH s BEREOYV—vIUAT 1 TIEED o DUOR=ILERIVIITIRA S
« UROTHEIRILAIV « XYT—IHNLDIRR s BEAUTIIIDAT—HIR—=2R
HNERICEEHUEIRE
ZOHESEME
AEHE VLI TP DEEIRR
s REXAY e #—J1Zweb K k SRR T S .
: Ij'?;ﬁ 2 “ *é;giﬁg T FLySR—2 | BHBEyUR—UOKR
- BETBF—T—R e
Y—2OWeb kI
FETSER
4 Copyright © 2024 Kaspersky Lab. All rights reserved. kasperSky



o .
WiE(E &
_ I:(aspersky_
BN T Y DB P teligence
BREAT)IITIVRAT—ERZEZREIT I R—YIL 1 Kaspersky Threat Intelligence Portallh's
EENRO7Y N EERR BERENRENZVIGE. Excel D 7MIVEFETOETFRE AIEE

<ZEFAIRER T V> <ESHRXT RS ERiEIE >

-IP7RLR / IP7RLUREHE / CIDR

-2t [ TIURE (%)

-RAALDZERIFTT TRXAMDE

-REEE KR (%)

-X—= VP RURAKXZIIVYRD

-EFEDF—T—F (%)
-IIN(D—RFFRITERIEEERRIES) / BINGRITHIES)
-1IEFRD = IV TP RO IRADI D

-IERRDENAIWT TIANDI YD

BB LUOTINAIRE

DDDDD

XO—NIVEEEFERTEE
kaspersky

5 Copyright © 2024 Kaspersky Lab. All rights reserved.



o N
WIR{ES% =
_ I:(aspersky_
BR7S— MBS g
e EDFRPERBHROTEDNRINSNZSG S B 7 57— ClERERMH
BE 75— bIRN—5 )V LISER., IR—FIVDERTE CHRAFFICERZICA—ILBRT S & EAlEE

<BR7 Z>—ENEm>

Q Search.
Digital Footprint

0 ron .
Newalerts
ey s
High Medium

o Darkweb 2

Leakage 1
Critical
Threats Reports
Exportall results

Date ¥ Risk Category Object Threat Tags

v 54un2020 1757 Low Malware domain.com Malicious fil or i luti icated with HEUR:TrojanWin32 Generic
Malicious rate: §7/73
MD5:
Formore details on sample follow https://tip kaspersky.com/search?searchString=b28908bf30c2834746edfd 19354ab252
Recommendation
Conduct an antivirus scan of the target object.

~ 5Jun2020 1753 High Leakage domain.com Anew mention of the customer's resources was found on the public text storage. It might contain compromised e-mail addresses, personal #OpTurkey Recon
information or information related to the planned attack.
Link for more details: https;//pastebin.com/KckaLIHD
Recommendation
Follow the link to see the detailed results.

~¥ 5Jun2020 17:36 Low Malware domain.com Malicious file detected by at least one antivirus solution and that embed URL pattern strings with target domain.
Malicious rate: 13/72 la
Mbs:
Formore details on sample follow https://tip kaspersk: /581 12searchString: 062dfadcs! 5b2275
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41%
610

o Types of G Network
vulnerabilities :4;.; vulnerabilities [Pretsls DBMS Perimeter
Security
Medium imisconfigurations
33% 7%

# Top 5 Most Critical Security Issues

Telnet service without authentication
Remote Code Execution in SMB service (MS17-010)

Compromised website (deface)

Outdate version of WebMin. Public exploit for Remote Code Execution is available.

a|lh(NW N

ElasticSearch without authentication
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Open Security
Other Low protocols misconfigurations
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2% - Medium NiA M
80 Se curity
NTP 45% Sec
POP3 __—
3% =
SMTP HTTP High
A% 6% 24%
Figure 4. Statistics on externally available services  Figure 5. Vulnerabiliies stafistics by risk level  Figure 8. Statistics on found wulnerabiliies by categories
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Figure 7. Distribution of vulnerabiliies in outdated software
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Figure 16. Phishing activity (September 01, 2019 - November 11, 2019)
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Looking for Accounts!

Bank Carding Looking for Accounts!

Member Messages 4 Reaction 0 Yesterday at 10:18 AM #5 ; WE WORKING 24/7 ON NEW CARDS AND ENGINE UPDATE. SHOP IS MORE STABLE HOW!
said: Im am looking for someone who can provide
Accounts for me to Load long term. Account must have full card access/mobile

drop access/have positive balence. Click to expand... What
about bank account and the credit card I've that Post automatically
merged: Yesterday at 10:19 AM said: can you provide fullz/profiles?? we

can work bro. | have hella experience opening accounts Click to expand... I've

bank account and credit card | need loader Post automatically merged:

15 Copyright © 2024 Kaspersky Lab. All rights reserved. kasperSky



miEE
Kaspersky
BT TARIN T IRET—yEiE o
‘SNSICEME T ARTNTUE > TLVBIEZRT—IX, GithubREDRRA T4 I —E R EICHEN T O EA TS RRETLH
TNTULEO>TVWB DU BBEtF— NHAERHICE 21— ZOX—ILP7RLUAFEDOEANEHR. VI T 7IEHRE VD TZHEEN
V—=2v VIOV Z TP T PREME(RED 2D IO TO1 My MOV T 7EE(ERR) ICRIBARRER XY T —Y DB EDHES -
BEUL. AT MDA EPZ IV L ABEDRERERDT—IRBZREL. T2 T4 U ZAVERICENDIEHRE IR

Company’s

resources

Metadata
' leakage
Data

Leakage

® &

Credentials Third party
leakage resources

kaspersky

16 Copyright © 2024 Kaspersky Lab. All rights reserved.



Wi5#HRR

<IN D FERO—HI>
OWEENFIAT SAEEMEDH DRFEEICET D15k
-RERIID SNSFHRINEY -V ZEFERUTRRINE
A=IV7RL R KA. &Kk 5EE Vo7 BB
“SDA—IVTRLRZSNSDY—REULTHIALTWVS
PHIoUk

QEACREINLARMENDHDTHI UL
“REYV-RAVPREBED I —SLATRREINEEEINE
E8ERE DT BRSNS ERICEET 7 HOUH

QSNSYWRRTA VI —EXTRETN TV EIEE QT —%

17 Copyright © 2024 Kaspersky Lab. All rights reserved.

Kaspersky
Digital Footprint
Intelligence
Data Leakages
|
| [ [ | ]
C ised M. i
Credentials data Leakag Datab Source code D“:::mt::: by Documents
vt b Information on the
— Employees'account — Contacts, Emails (employetes, — Source code — business — Mailing
, corporate strategy/deals
information)
—Customers’ accounts | Internal :.I:’RaLdsdressas. D::I:::::r:f — Configuration files — “7 o}:'?(::wsa::s — Internal documents
Photos of identity
— Sys;:rgla::o:nts — Software, Versions — Log files — cards, Email “— Third-party reports
Y signatures
=~ Metadata

© | Instagram

=1 Documents (141/152)

- @ doc (102)

- @7 pdf (26)

- @-E prt (5)

C @ Unknown (8)
-~ Metadata Summary
----- g8 Users (60)

----- 3 Folders (1)
(= Printers (0)

----- i) Software (6)
-{=2] Emails (1)

----- (5] Servers (0)
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4 Recommendations

4.1 Vulnerability management

To reduce the identified risks the Service Provider recommends the following:

. #REE

4.2 Endpoint protection system
. HER=R

4.3 Protection against planned attacks
. R

4.4 Compromised resources and user accounts

. pEEE
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Dark Web Search:
NARIVAZAF—DIFRIN—EDREBUIEY —Iweb®T 1 —Tweb L TOVURRY SN/ —KEBOSHEDCIWELRRICRYESD
MEsstEICRET 2714 X AOva mBUIREREEEHRY LIy b h—RER. BEABHRREZIRHTSI I —EX

Surface Web Search:
NARIVAF—DIFRAN—ENBEUERETT2tF1 7 BEED NHEHRZIRHTZI T —EX

"CVE-2022-413527

Threat Lookup

Lookup © Darkweb 2 Surface web © OSINT loCs 0 Reporting & Actors 0 Digital Footprint ©

Daily request quota foryour group: 92 of 100 left
o+ Foeeenes p—) (T O £

Date Preview S

ooooo Category
15 0ct 2022 Almost 900 servers hacked using Zimbra zero-day flaw crdclubdwraumez4.onion Forums
16:42 _.The vulnerability tracked as CIE-2022-41352is a remote code execution flaw that allows attac (archived)
15 0ct 2022 Almost 900 servers hacked using Zimbra zero-day flaw crdclubdwraumez4.onion Forums
16:42 -.The vulnerability tracked as CIWE-2022-41352is a remote code execution flaw that allows attac
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@ Dark Web SearchTHEREZ YT SRR, MeiilEe ¥ —J—RICH&RER
Bl:Kaspersky. CVE-2022-xxxx
-RFBRUIZRRICE T SRR /N T\ MKEEDTESE
-SZADIRFENTFET SEFEDFIRCEAT DY —IVDFTERE DRI HRY DFEER
@ Surface Web SearchTHEFEM. IV I 7 AN —KEICEHEYT DX —T—FE&ER
3: (Log4j). CVE-2022-xxxx. CryWiper
R TRATHRRI NIV I 7 PRI (CVE) E185RT B E T ARRIVRAF—DIF R/~ MSRELF—T—RIC
FdoiFEeRT
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