kaspersky

[ Digital Footprint Intelligence] M
~MEARTBRIE=ZSY >

II_ EZ@:\: ‘Eil\,\/

20254 10H22H
HKRASHHDARILAF—
T—ILRT =7V IRER V1.5



NP BN R (EASM) &K 7 aspersky

N BRI EN R TN —KBZZITDEREENG DT /NNA XV TRII 7D
TLID—=0DEK I IRMEICK D TITRENMLEALZC & THABBRENRMEIHMNLNY . BEIRILIUIEHMIC
SEREVTCITEENC IV RATLADOEERN - REIANRE TN\ —RECLDIBADERERY DDIFRIMN
REUBVIARR CARINIZERFIC -
=M N—RBOHEZ RS T2 AR ENR B ZIEEL. (BRI DBVVAETIEULSKER T ENEE

SRR R RS, POBRIER T B FRlE
(EASM) (IASM)
Webtr—/{—

P A—)VtF—I\— DB
£€ FEABIY—/ >~ = 18 15515 2 S R R 4
WEEE @ — =P VN A = PR
B EEALE — FW :O ->ITERIRNME
é . ARy DS R
> @]  grY S

E4
WEIZ(CkoT s 6

EASMICEL U= gllo Lo

JE—k i SN | et O - -
F2UrYT SSL-VPN fESSREASMAY - ‘m

FESSMEPIRA L\ U7ZEBEERERD
BAICEDABRYET—ODEA

Copyright © 2025 Kaspersky Lab. All rights reserved.



Digital Footprint Intelligence | —EXIE kaspersky

RESRABEDEFIVT1IRIZRE

-y NI —OBRICTHET BRI HEI R
-BHEPTSUREEBATS Ty Y YT ORA]

HAN—ZETHRB UL - [FHREA L\ E VWO IEEFENRURVICE T HIEHRZE TR

<HHEE—HFI>
I\ A= B/INT N\~ (EseEsR ) fkEE. IR EHE
-FRBAVBEINLZRESDTHI N LI Y MA—RIBEER - RERERRE)

-Kasperskyh It —ERE UV TRMIESBRA I TIIIIREE
<BEAVTIVITIVRT—EZX—fFI>
-APT Intelligence Reporting: KasperskyMIFR/N\—tHOFHELU/ZAPTIREICEA T B TTPsHRE DGR
-Anti-Phishing Feeds: B8&&ND TSR A0 51 T —ERFRESEKIBHREZEBSI T vV VT REICET 21FHR

Copyright © 2025 Kaspersky Lab. All rights reserved. 3



Digital Footprint Intelligence &I[&

lkaspersky

cHARIVAF—DIFRIN—EREERRIY —RZHE - oL AERREN R BRI CTFE T DiesEE SREIRRED
[55m10, TAN\—ZEETCHEEULZBEANBRDTAL - OEFRICH T IHREESTE R E DBENLREF1T1URI%E
TI—CHREITDIENLBREBRE=Y ) TT—EX

g RYET—OEROD
H g

- SAEEHSEATRERT—ER
- 20T H-—Tk
- TFET 5SS

- IO TOA NS

o UZOBHEVRILRIL

AAENMR

CRXAY
- IPPRLZ
- TSURK
. BETBF—T—K

Copyright © 2025 Kaspersky Lab. All rights reserved.

HA I\ —ZRERE
v F—J12Aweb
v F1r—"Tweb
v ¥—2web

. FAN—RREDE

. WRULT 5 CRAER

- RO —

- BHREDY— v X T A TiER
© XIF—IN SR

Y—JTZweb Kaspersky

T1—web e
S—Hweb FLwIR—R

Kaspersky
IFRIN—FCKBOHh

« Wbz o3Y

o RYRRYNET YT DB
« APTUH—F7—%

o UVOR—ILENILTITIRA R

o BERADTIITIIRAT—HIN—2R

AEICELUEERE
T DEFEE

NIV T T OEENRR

HEICRART D
B INR—IDIRR

| FRRR

F—2IWeb Lt(Z
GFEIIER




?%1?753% lkaspersky

BRAVTIII VAT —ERZRMH TS RN—F I Kaspersky Threat Intelligence Portallh's
ERNRODEEZSR. ERXNRENL\EE. Excel DJ7MIVETDELRE AIEE
KB REREBEXEERNATEIT5EEICRUET,
Bl OSIRG—ERIREDR XM —RNICESINEZEDTHEL LR 28, DFIICIFESFEREE Ao

<SHTRESERNREE> <ERN RSB >

-IP7RLR /IPP7RLUREHE / CIDR

-2t/ TIURE (%)

“RAXADRFRITTTRAAME

-REHEEKEZ(X)

-X—=)VP7RURAZFXEIENYRD

-EFEDF—T—F (%)
-IIN(D—RRITERIEREHRIES) / BINGRITHAIES)
~-1IERRD—v IV T AOIRADI D

-IFRRDENAIVT TUAD) 2

-RIBPLUT/INMRE

XO—HIVSEZERATEE

Copyright © 2025 Kaspersky Lab. All rights reserved. 5



RMERE

eI R EDFRCERRA VWERIUIEG S BE 75— CHERRITER

BRET S —Mrk—5 U _EISE, R—5IL0)

<BR7Z—hMENEE>

E CIRAIFFICEEEBICA—ILEBRNT S5 EE AR

Q Search...
Digital Footprint
e s
New alerts
veers s
High Medium
0 Dark web 2
Leakage 1
Critical
Threats Reports
Export all results
Date ¥  Risk Category Object Threat Tags
¥ 5Jun2020 1757 Low Malware domain.com Malicious il by one or i i with target domain. HEUR:Trojan.Win32.Generic
Malicious rate: 57/73
MD5: b28908bf30c2834746edfd19354ab252
For more details on sample follow https/tip kaspersky.com/search?searchString=b28908bf30c283474 6edfd 19354ab252
Recommendation
Conduct an antivirus scan of the target object.
v 5Jun2020 1753 High Leakage domain.com A new mention of the customer’s resources was found on the public text storage. it might contain compromised e-mail addresses, personal #0pTurkey  Recon
information or information related to the planned attack.
Link for more details: https://pastebin.com/Kckal IHD
Recommendation
Follow the link to see the detailed results.
~ 5Jun2020 1736 Low Malware domain.com Malicious file detected by at least one antivirus solution and that embed URL pattem strings with target domain.
Maliciousrate: 13/72 E
MD5: 596264062df4dc504d0ac658335b2275
For more details on sample follow https://tip kaspersky.com/search?searchString=59 6a64062df4dc504d0ac6 5833502275
Recommendation
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Telnet service without authentication

Remote Code Execution in SMB service (MS17-010)

Compromised website (deface)

Outdate version of WebMin. Public exploit for Remote Code Execution is available.
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Mirror saved on:

Notified by: Anonymous Domain: 1P address:
System: Li Web server: Unknown liotifier stats

nux
This is a CACHE (mirror) page of the site when it was saved by our robot on
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Figure 16. Phishing activity (September 01, 2019 - November 11, 2019)
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Compromised
Credentials

— Employees' account

—Customers’ accounts

System accounts.
/APl Keys

- Metadata

— Contacts, Emails

| Internal IP addresses,
URLs

— Software, Versions

=~ Documents (141/152)

- -] doc (102)
@7 pdf(26)

- @-E) ppt (5)

| @~ Unknown (8)
-~ Metadata Summary

----- 2% Users (60)
----- [ Folders (1)
(=) Printers (0)
----- i Software (6)
{2 Emails (1)

----- j Servers (0)

D I

Internal databases
(employees,
corporate
information)

Databases of
customers

Source code

— Source code

— Configuration files

— Log files

|‘lMTugnam

Data published by
employees

Information on the
— business
strategy/deals

Photos of
Workspaces

Photos of identity
— cards, Email
signatures

Documents

— Mailing

—Internal documents

“— Third-party reports
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4 Recommendations

4.1 Vulnerability management

To reduce the identified risks the Sernvice Provider recommends the following:

: HREIR

4.2 Endpoint protection system
. HEEEE

4.3 Protection against planned attacks
. HEEE

4.4 Compromised resources and user accounts

© HERFR

lkaspersky
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Dark Web Search:
NARIVAZAF—DIFRIN—EDFREBULEY —IOweb™T 1 —Tweb L TPRVUEY SN/ —KEZBOEHE P ERZRRICRVESD
MEsstEICRET 274 X Avia mBUIREREEEHRYIL Iy b h—RiEHR. BABHRREZiRHETSI—EX

Surface Web Search:

AZARIWZAF—DIF RN DBEUVEBETI X1 T BEEO L ARIBRERHITZIT—EX

"CVE-2022-413527

Threat Lookup

Lookup © Darkweb 2 Surface web © OSINT loCs © Reporting 3 Actors O Digital Footprint C

Daily request quota for your group: 92 of 100 left

o+ Foeeenes p—) (T O £

Date Preview Source

Category
15 0ct 2022 Almost 900 servers hacked using Zimbra zero-day flaw crdclubdwraumez4.onion Forums
16:4 -.The vulnerability tracked as CIWE-2022-41352is a remote code execution flaw that allows attac (archived)
15 0ct 2022 Almost 900 servers hacked using Zimbra zero-day flaw crdclubdwraumez4.onion Forums
16:42 -Thevulnerability tracked as CIWE-2022-41352 = a remote code execution flaw that allows attac
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