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l Analyze files

—_ File size upto 256 MB

Select one or both technologies for the analysis
‘:) Sandbox

@) Awibution
& Unpack Resetsimilarity thresholds for KTAE

Archive password (optional)

ﬁ Advanced options

Browse URL

ur groug:

Upload and execute file Download and execute file
¥: You are USing the commercial version of the service. Daily requast quota foryol
Attribution: You are using the commercial version oftne senice. Dally reqUESt QUotE for your grol

5 of 30 left. Valid until 14 Jan 2023, Increass your quo!

up: L3 of 30 left. Valid until 14 Jan 2023. Increase your quo

Document password (optional)

Select file

Upload and execute file

Sandboi:

Download and execute file

¥ou s LSINg the commercial version of the senvice. Daily request quota for

URL

Emulation environment

Windows 10x64

Advanced options

Internat channel

Any channel

& DecryptHTTPS

Browse URL

~

your group: 5 of 30 left. Valid until 14 Jan 2023,

Emulation time (sec)

100

NEneEase your quota

Resettorecommended Cl.)
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Windows XP / Windows 7 / Windows 7 x64 / Windows 10 x64 / Android x86 / Android ARM
@1 =Y Fr IV
Tor / Tarpit(Ad—xYKIPOERAETEIT) /AU/BR/DE/EG/JP/KR/RU/US

QEDMA T3
-HTTPS#S
-REAXIEHEDY D DEER
HEED SR —FEERLEATITIRES 2 asvncedoptons
-FEATRFR (30~500%) Al e | eomsmon

Change file name and extension to

@ DecryptHTTPS @ Clicklinks

Comman: d line paramaters
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Results Systerm activities Extracted files MNetwork activities I(a S p e rS I(y T H R EATS

» TROJAN.MSOFFICE.SAGENT
Sandbox detection names © Home > Threats > Trojan > Trojan.MSOffice SAgent

Top 10 countries with most

Detect Date  06/03/2017 attacked users (% of total

Zone Name attacks)
Country Percent of users*
. R - Class Trojan 1 German y 2285
[0 High Trojan.MSOffice.SAgent.gen 5 Movien e
5 United States 624
. . . . 4 Colomba 577
[ High HEURTrojan.MSOffice. SAgent. gen B 5 Il 297
[ Ecuador 314
. . i 7 Canada 309
m '_ IEJ g T_m.an-hqso-ﬁce'SAgent'Sb Description  Malware of this family consists of Microsoft 8 United 277
Office documents that contain a malicious Km_gdom
. ~ B Visual Basic for Applications (VBA) script that 9 Chie 209
[0 High Trojan-DownloaderWin32 PsDownload.sb runs PowerShell for downloading other 0 SouthAfrica 180
: malw. ecretly. * Percentage of all unique Kaspersky users
worldwide who have been attacked by this
alware
4 Download data
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File download information @ Download request @ 3 Download data
od  GET
MName Value
Host p. T
User-Agent Mozilla/ 2.0 (Windows NT &.1; Trident/7.0; rv:11.0) like Gecko
Download responses © L Download data
Status Categories Protocol URL Response code Response length Response headers
Mot categorized Malware HTTP o El 407 300 KB Request headers Response headers
— ect keep-alive
3070

text/htmlcharset=utf-8
Thu, 22 Dec 2022 05:41:07 GMT
10
t=  Basic realm="restricted area"
squid/s.7
MNONE from anon2-displ kaspersky-labs.com3
ERR_CACHE ACCESS_DEMIED O
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Execution map

At
i
backgroundTaskHost exe

|, @iy
swchostere

ctivity
svchostere

- Activity Activity
Semglerun s / o—i—s
@ SRE WINWORD EXE swchostere

|, @iy Activy | Activy
swchostexe WmPriE e powershellexe

Suspicious activities

Status

Download data

Severity Description

290 The process Swindirt$system32\svchost. exe has read multiple system files.

220 Operation with a file, which is named like a system file but localed in an unconventional folder, was performed (MITRE T1036 Masguerading)
ID: T1036

Tactic: Defense Evasion
Platform: Linux, mac0$S, Windows

Data Sources: File monitoring, Process monitoring, Binary
file metadata

Defense Bypassed: Whitelisting by file name or path
CAPEC ID: CAPEC-177

Contributors: Oleg Kolesnikov; Nick Carr, FireEye; David Lu,
Tripwire; Felipe Esposito, @Pr0teus; ENDGAME; Bartosz
Jerzman

Version: 1.2
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Screenshots O (i¢ Download all

Copyright © 2025 Kaspersky Lab. All rights reserved. 11



fEthER [N othiER1A73)

Android ZiZMIC U7z IV T 7 DEIRIFRT ISR
B ITEREAT I TIZFANdroid DM ERIE CEITUIZEINERT TRz TRz
DY=ZJTIRhk
- OREEERE DS INIEXxmIT 7L

Q@QFEIJ1—)b. AUR—FR Uk
-BREIINEZEI2—ILDI/SR . E4BA
-REISNZIUR—R MR EXE. RT—Y X EiA

OtErR
RINENTZT TDWHERRT—Y R BERE, #ERDIE. 5iiEA

@Android App Bundle
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Results System activities Extracted files Network activities Registry operations @ L Download data

Loaded PE Images © A, Download data

Operation Details
Path Size
Registry key created Key \REGISTRY\USER\Busersid\SOF TWARE\Microsoft\Windows\CurrentVersion\Internet Settings
$programfiles\Internet Exploreriexplore.exe 64.00 KB (65536 B)
- \ i ; i i e ;
$programfiles\Internet Exploreriexplore sxe 664.00 KB (679936 B) Registry key created Key \REGISTRY\L{SER&usemd\Soﬁware\Mlcrosoft\w|ndo..S\Current\ferswn\lnternet
Settings\Connections

File operations L, Download data o .
P © Synchronization operations @ &, Download data

Operation MName Size
File read C:\Users\desktop.ini 17400 B(174B) Type Name
File read $user\Searches\desktop.ini 52400 B (524 B) Event creation attempt $Global\BFE_Notify_Event {8f882256-26b6-4f07-bf33-8034f2820140}

Event created $Global\BFE_Notify_Event {8f882256-26b6-4f07-bf33-8b34f282b140}
Process operations @ 1 Download data

Interaction type Process name

Process started $programfiles|Internet Exploreriexplore exe

Copyright © 2025 Kaspersky Lab. All rights reserved. 13
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Dropped files

MD5

Detection name

File name
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RXYRT =PI T1ETA TR TPAIVRITRICEZFINIZHTTP(S) -DNSU I IR MMEHRERRHE

DRYEIT—otv3ay

- PAIVETRICEZRINZIP/TCP/UDP/DNS/TLS/FTP/IRC/POP3/SMB/SMTP/SOCKStv3~

@HTTP(S)UUITRk
-I7AIVDORITRICEFRINIZHTTP(S)UI IR

5

1 1A73Y)

HTTP(S) requests
SSSSSS Scheme URL P uest
TP — = I od
Q, Nottrused
0] TIPS —— = -
Q, Nottrusted
TP — =
Q, Notwusted

CCCCCC
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Dropped files

Status

Hash report for MD5: Malware .~ Cooyregues © Ex
Detection name «10
Mar 07, 2019
HEURTrojan-Downloader. MSOffice.DdeExec St nte
|
— » AST Related

Detection names

None

291w TThreat Lookup DI ZRERICFEEN
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Genes Extractor
. .9 l.
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Attribution Engine -‘

APT and clean files/genes

Genes Matcher

ExPetr/NotPetya

Copyright © 2025 Kaspersky Lab. All rights reserved.

lkaspersky

18



REtT AR

WRATITODOBNFETE BT E—EICERR
AT 28— DD HT Al RE
ORHLIEWIPMIVERSYT &ROY I TPy O—R
QA LIZWI 7ML D O—RENSURL

-Cloud Threat Attribution Enginel&Cloud Sandbox& DEIEEEFTHAIEE

Upload and execute file Download and execute file Browse URL
¥ou ar= Using the commercial version of the senice. Daily request quota foryour Erous: 5 of 30 left. Valid until 14 Jan 2023, Increase your quota
. Daily request quota for your group: L3 of 30 left. Valid until 14 Jan 2023, InCreass your quota
l Analyze files
y File size up to 256 MB

Select one or both technologies for the analysis
‘:) Sandbaox

@ Aoibution

@ Unpack Reset similarity thresholds for KTAE

Archive password (optional) Document password (optional}

E Advanced options

Select file
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Threat Attribution

Feport forfile
L[l

B Mamware

Summary

0fbbfE18fabcés1e003521484804294a
484 ME (5071135 E)
x

Sample & Content

Status MD3% Flle name

T Similarity not found

Size

4, Exportresults

Bad genotypes (matched/total)

Attribution entities

BlueMoroff (1003%) *

Lazarus (18%) »

Bad strings (matched/total) Attribution entities

a8 Malvare 1o

65130 KB (667136 8)

1096 (1252)

BRENOrOT? (L00%) >  Lazarus (18%,

1>
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Similar samples
Genotypes matched Strings matched Similarit  Artribution
Status MD5 Size (toal) (total) ¥ entities Aliases
B Malware 89S oo co—-.-.156a  240.00KB (245760 &B&(L306) 4(4) 99 BlueNorofr 3 APT38, Stardust Chollima, CTG-6459, Mickel Gladstons, T-APT-15, ATK 117
8)
B Malware 5ot w58 S6500KB (681984 495(1078) 8(8) 92 Bluehorofr 3 APT38, Stardust Chollima, CTG-6459, Mickel Gladstone, T-APT-15, ATK 117
B)
B Malware B30 ee e e o 3L S6600KD (681984 498(1070) B(%) a9 Biushoroff 3 APT38, Stardust Cnollima, CTG-6459, Nicke| Glagstone, T-APT-15, ATK 117
)
Matched genotypes
Genotype Matched Used by
0200000Ms0c028a4201898398020000 13 BlueMoroff (12), Lazarus (1)
020000420fhé0c 0088398020000 13 BiueMoroff (12), Lazarus (1)
Matched strings
String Matched Lsed by
4MDIUL 10 BlueMoroft (10)
4MF1EH 10 Biuehoroft (10)
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Similarity

ssssss

Last seen

Confidence summary

Detection names

exex32
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