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Utility Files
CyberTrace for ArcSight Note:
Kaspersky CyberTrace for ArcSight is an application set that allows you to check URLs, file hashes, and IP ad s contained in events that arrive in a SIEM

s are checked against data feeds from Kaspersky. These objects are categorized during the matching

Kaspersky Threat Feed App for ArcSight ESM (w/o CyberTrace) Note:

Kas Threat Feed App for ArcSight
Threat Data Feeds by using SIEM built-in ca

is an application that sllows you to match observables from events recaived by ArcSight ESM against Kaspersky

CyberTrace for Splunk Note:

sky CyberTrace for Splunk lunk app an ying service modules. It matches URLs, |P addresses, and file hashes from Splunk events
inst data feeds provided by Kaspersky. The documentation is available inside the distribution archive.

Threat Feed App for Splunk (w/o CyberTrace) Note:

App for Splunk g
and actionable context,

ou the upper hand in cybersp:
icks 50 you can gain a fuller understanding of the intent. capabilities, and targ

sinfarcing your Splunk instance with continuously updated Indicators of
of your

Compromis
adversari

CyberTrace for QRadar Note:

s, file ha
ta feeds from Kaspersky. The:

shes, and IP addresses contained in events that arrive in a SIEM
categorized during the matching

Kaspersky CyberTrace for QRadar is an application set that allows youto c
softw product The URLs. file b and are checked again
process. The documentation is available inside the distribution archive.

Connector for IBM QRadar (w/o Feed Service) Note:

Connector for IBM QRadar without the use of Kaspersky Threat Feed Service. The App uses QRadar Reference Sets to add indicators (IP addresses) from our IF
Reputation Data Feed

CyberTrace for RSA NetWitness Note:

that alloy
are checks

ou ta check URLs, file hashes, and sses contained in events that arrive ina
nst data feeds from Kaspersky. These objects are categorized during the

Kaspersky CyberTrace for RSA NetWitness is an applicatior
SIEM software product. The URLSs, file hashes, and IP addres:
matching pro The documentation is available inside the

Threat Feed App for RSA NetWitness (w/o CyberTrace) Note:

eceived by RSA NetWitnes:

access by external link

access by external link

access by external link

access by external link

access by external link

access by external link

access by external link

access by external link

Kaspersky Threat Intelligence Portal® Threat Data FeedsEm
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IR TCDERZERBEITDBEEDEBRT —Y 71— RETOVINRDA I T—I—DHEBUIEEERDEBRET —F 71 —FD
TR TR
‘TAXIIT—% 3309 %&FERAL T, Microsoft Sentinel BT —% 71 —RDHFEHNATAEE

kaspersky

Configuration of Kaspersky Threat Intelligence Data Feeds
in Microsoft Sentinel
To import Kaspersky Threat intelligence Data Feeds into Microsoft Sentinel as TAXII Threat Intelligence source:
Creata Log Analytics workspaca in your Microsoft Azure Account
Add Microsoft Sentinel

inel into your workspace.
. Open the “Threat Intelligence — TAXII" connector:

Kaspersky Threat
Nntelligence Data Feeds

for Microsoft Sentinel

Configuration Guide

Version 1.0

Copyright © 2025 Kaspersky Lab. All rights reserved. 19
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Threat Data Feeds ©

Kaspersky offers continuously updated Threat Data Feeds to inform your business or clients about risks and implications associated with cyber threats. This helps you to mitigate threats more
effectively and defend against attacks even before they are launched. Threat Data Feeds are available in JSON, CSV, OpenlOC, and STIX formats. Corresponding connectors for SIEMs, including Splunk,
HPE ArcSight, IBM QRadar, RSA NetWitness, LogRhythm, and McAfee Enterprise Security Manager (ESM) are also available.

Read more about Security Threat Intelligence Services

Datafeeds Tools

Description Records Updates

Malicious URL Feed 118881 Every 10 minutes

A setof URL masks with context covering malicious websites and web pages.

Phishing URL Feed 249438 Every 20 minutes
A set of URL masks with context covering phishing websites and web pages.

Botnet C&C URL Feed 610471  Every 1 hour(s)

A setof URL masks with context covering desktop botnet C&C servers and related malicious objects.

Malicious Hash Feed 848916 Every 20 minutes

A set of file hashes with corresponding context covering the most dangerous, prevalent, or emerging malware.

Mobile Malicious Hash Feed 399644  Every 20 minutes

A set of file hashes with corresponding context for detecting malicious objects that infect mobile Android and iPhone platforms.

Kaspersky Threat Intelligence Portal®l Threat Data FeedsEm®&

Copyright © 2025 Kaspersky Lab. All rights reserved.
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