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Upload and execute file Download and execute file Browse URL Upload and execute file Download and execute file Browse URL
for your group: S of 30 left. Valid until 14 Jan 2023, Increase your quota Sanabox: You are using the commercial version of the service. Daily request quota for your group: S of 30 left. Valid until 14 Jan 2023, increase your quota
52 your q
URL
Analyze files
L ’ Select file
Eile size up 10 256 M3
Emulation environment Emulation time (sec)
Windows 10x64 v 100 Resettorecommended (O
Select one or both technologies for the analysis
% Advanced options
‘J Sandbox
N\ Internet channel
(} Attribution
Anychannel v
Unpack Reset similarity thresholds for KTAE
Archive password (optional) Document password (optional) DectypcHTIPS
?
— a
25 Advanced options =
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Windows XP / Windows 7 / Windows 7 x64 / Windows 10 x64 / Android x86 / Android ARM

Q1= YFrxRIV

Tor / Tarpit({5d—xRvMI7OEAEIREIT) /AU/BR/DE/EG/JP/KR/RU/US
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[Kaspersky THREATS | CrEsRATBE

Results System activities Extracted files MNetwork activities I(a Spe rSI(y T H R EATS
» TROJAN.MSOFFICE.SAGENT

Sandbox detection names © Home > Threats > Trojan > Trojan.MSOffice.SAgent
Detect Date  08/03/2017 ;‘ggé&g%ggtrrsi?%vgiftpog?st
Zone Name attacks)
Country Percent of users

. . . Class Trojan 1 Germar 2285

i High Trojan.MSOffice SAgent.gen 2 Mo D282
3 United States  6.24

. . o 4 Colombia 577

1 High HEUR Trojan.MSOffice SAgent.gen Plattorm  M5Gfhce 5 haly 397
6 Ecuador 314

R - - 7 Canada 3.09

[ High Trojan.MSOffice SAgent sb Besciitibnl iisiiare erie Bivilconshe siicessh 1 g United .

o malicious Mingdos
. . . Vi ions (VBA) script that 9 Chie 209
1 High Trojan-DownloaderWin32 PsDownload.sb r for downloading other 1 Southifrica 180

malware secretly. * Percentage of all unique Kaspersky users
worldwide who have been attacked by this
malware

[«

Download data
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@I FAIDFUO—RICET BIEHR (BTLEZWI7AIILAY O O-RFENSURLIZIEEL CTETLIZZEDHRT)

-JPAINSOO—RTOERHTTPUSIRMD X)) YR, A—F—TIT—IJ1H)

-IPAIDYIO—-RITNSEEINIEWeb P RL RIS T D ITIR WebPRLADMS DL AR X

File download information O

Download request ©

L. Dowmload data

GET
Name Value
Host P
User-Agent Mozilla/5.0 (Windows NT 6.1; Trident/7.0; rv:11.0) like Gecko
Download responses © 4. Download data
Status Categories Protocol URL Response code Response length Response headers
Not categorized Malware HTTP 407 3.00KB Requestheaders Response headers

= keep-alive
3070
text/htmi;charset=utf-8
Thu, 22 Dec 2022 05:41:07 GMT
10
Basic realm="restricted area"

squid/5.7

NONE from anon2-disp1.kaspersky-labs.com:3/

ERR_CACHE_ACCESS_DENIED 0
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Execution map . L
SUSDICIOUS activities
Status Severity Description
_, iy 290 The process Swindir\$system32\svchost. exe has read multiple system filez.
backgroundTaskHost exe.
290 Operation with a file, which is named like a system file but localed in an unconventional folder, was performed (MITRE T1036 Masguerading)
Activity
Gz Download data
Activity E—
onhost e
Activity
swchost exe
Kty — Suspicious Activity
e T B s e ID: T1036
Activity ! Activity Activity :
swchost exe WmiPrySE exe powershell exe e TaCIIC: Defense EvaSIOn
ichosta
[2] sirn — i N A Platform: Linux, macOS, Windows
o e stoem i et i Data Sources: File monitoring, Process monitoring, Binary
|, @iy
e file metadata
| @acoy Defense Bypassed: Whitelisting by file name or path
suchostexe
CAPEC ID: CAPEC-177
|, ©actvity
e Contributors: Oleg kov, N
) Acti t
spoolsvexe
Version: 1.2
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@Android App Bundle
-Android App Bundle(Google PlayBAPKD&EREEBRZIT 2127 TUDIVNAIFEHAI—REIY - %
IRTCETC7ZYTO-RER)DT7AINILT N A XELUMDS/\ v 1fE
-Android App BundleDi&ifg
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Results System activities Extracted files Network activities Registry operations © L Download data

Loaded PE Images © 1 Download data

Operation Details
Path Size
Registry key created Key \REGISTRY\USER\$usersid\SOF TWARE\Microsoft\Windows\CurrentVersion\Internet Settings
$programfiles\Internet Explorer\iexplore.exe 64.00 KB (65536 B)
$Sprogramfiles\Internet Exploreriexplore.exe 664.00KB (679936 B) Registry key created Key \REGISTRY\USER\$usersid\Software\Microsoft\windows\CurrentVersion\Internet

Settings\Connections

File operations L. Download dat B .
P O] ownload data Synchronization operations O 4, Download data

Operation Name Size
File read C:\Users\desktop.ini 17400B(174B) Type Name
File read $user\Searches\desktop.ini 524.00 B (524 B) Event creation attempt $Global\BFE_Notify_Event_{8f882256-26b6-4f07-bf33-8b34f2820140}

Eventcreated $Global\BFE_Notify_Event_{8f882256-26b6-4f07-bf33-8b34f2820140}
Process operations © L, Download data

Interaction type Process name

Process started $programfiles\Internet Explorer\iexplore.exe
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BIRRRAT oI SR LT B (S DEHE E 124 cloudsandbex
XY T =07 0T 1 ETATIE: T PAIVETRICEFZKSNIZHTTP(S) - DNSU I IR MEHRZERHUE T,
Q=S APESIA A W
-IPAIIETHRICEHRSINIZIP/TCP/UDP/DNS/TLS/FTP/IRC/POP3/SMB/SMTP/SOCKS w3
@HTTP(S)UOIRk
I AIVDETHRICEFZFINIZHTTP(S) VIR
HTTP(S) requests
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Dropped files

Status

Hash report for MD5: Malware ~ Cooyrequess & Ewonallresuits
Detection name =10 None
\ar 07, 2019
HEURTrojan-Downloader. MSOffice.DdeExec Mar 07, 2018 None
|

Detection names

’ HEURTrojsn-Dewnloader MSOffice DdeExec

20 )woTThreat LookupDiRZEFERICIEE
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APT and clean files/genes
Attribution Engine - ExPetr/NotPetya
Genes Extractor Genes Matcher J
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% X/
-
0
lkaspersky

17 Copyright © 2023 Kaspersky Lab. All rights reserved.



BEth A%

18

NRATI T DB ERBIEDhE—EICENE

LLRD2I89 =2 D3t Elge T,

OAHULIZVWITPMILERSY S &ROYVI TPy TO—R

@AUIZWIPAILNT o O—-RFENSHURL

-Cloud Threat Attribution Enginel&Cloud Sandbox& DEIRERMTHAEIEETT

—_

@ sandbox
@ Atvibution

Archive password (optional)

Upload and execute file Download and execute file

l Analyze files

Select one or both technologies for the analysis

Unpack Reset similarity thresholds for KTAE

Document password (optiona

32 Advanced options

Select file
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Threat Attribution
Attribution entities
S
B - BlueNoroff (100%) >
Summary Lazarus (18%) >
0fbbf818faBc661003521484804294a Similarity not found

4.84MB (50711358B) -
X v

Sample & Content

Status MDS File name Size Bad genotypes (matched/total) Bad strings (matched/total) Attribution entities
a8 Mahare 10 0 15 43 651350KB (667136 8] 1096 (1252) 20(20) BeNOrOr? (100%) > Lazarus (18%)

lkaspersky
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Similar samples
Genotypes matched Strings matched Similarit  Attribution
Status MD5 Size (total) (total) y entities Aliases
B8 Malware 598 e i e immmimmes eme-. 1368 240.00KB (245760 686 (1306) 4(4) 99 BuueNororr > APT38, Stardust Chollima, CTG-6459, Nickel Gladstone, T-APT-15 ATK 117
8)
B8 Malware Scc 2058 446.00KB (681984 495(1078) 8(8) 99 BlueNoror? > APT38, Stardust Chollima, CTG-6459, Nicke! Gladstone, T-APT-15 ATK 117
8)
B Malware 630 e e e s it 66600KB (681984 498(1070) 8(9) 89 BlueNoror? > APT38, Stardust Chollima, CTG-6459, Nicke! Glagstone, T-APT-15 ATK 117
8)
Matched genotypes
Genotype Matched Used by
0200000M60c02804201898398020000 13 BlueNoroff (12), Lazarus (1)
020000420fb460c 1011c0898398020000 13 BlueNoroff (12), Lazarus (1)
Matched strings
String Matched Used by
4MDSUL 10 BiveNoroff (10)
am9eH 10 BlueNoroff (10)

20 Copyright © 2023 Kaspersky Lab. All rights reserved.

lkaspersky



lkaspersky




