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« X AE
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Start retroscan
rOSCa 14:21:45 11 2022

Day Week Month 3 months

Show only retroscan results with detection

Retroscan results

Status Date
v Mot detected 2022-03-08 14:14:53
v Mot detected 2022-03-04 14:21:50
2022-02-25 14:21:45

v Mot detectad

v Mot detected 2021-12-20 10:42:31

N\

Scanned events

3117949

1370758

0

3841191

Detected indicators

~
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Retrospective scanning

Retroscan is on ()

Size of saved events less than 1 G

Delete saved events

General settings Feeds used in retroscan Fields saved for retroscan

Retroscan frequency every week

Limit the size of saved events

Retenticn period for events (days)

Retention period for retroscan results
(days)

b

Maximum size ({GB) 10

90
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Indicators Add oc_value: 192.0.2.* OR (ioc_type: md3 AND ioc_updated_date: ==01.01.2020) Q

Type Value Added Changed m Total tag weight Suppliers

URL xhbxjdbdn.ga 2022-03-10 13:06:31 2022-03-10 12:35:07 EE CRTICAL 5 Malicious_URL_Data_Feed. Ransomware_URL_Data_Feed
URL iugaknub.org 2022-03-09 15:35:20 2022-03-10 13:35:07 EE np7 || EE crmicaL 10 Malicious_URL_Data_Feed. Botnet_CnC_URL_Data_Feed.

Ransomware_URL_Data_Feed

URL networki.duckdn... 2022-03-10 13.34:11 2022-03-1013:34:11 EE crmica 5 Malicious_URL_Data_Feed

<VIAbDEEFTIAINT—> BRI OREICEENBI0CE—ERR
Type Value Added Changed Tag Suppliers

URL xhbxjdbdn.ga 2022-03-10 13:0631 2022-03-10 13:35:07 E camca 5 Malicicus_URL_Data_Feed. Rensomware_URL_Data_Fead

URL d3etwaidfde30c. .. 2022-03-09 18:00:12 2022-03-10 13:35:07 E DANGEROUS 4 Malicious_URL_Data_Feed. Ransomware_URL_Data_Feed

URL iugaknub.org 2022-03-05 15:353:20 2022-03-10 133307 I APT i CRITICAL 10 Malicious_URL_Data_Feed. Botnet_CnC_URL_Data_Feed,

Ransomware_URL_Data_Feed
URL psd2-kunded453. 2022-03-10 13:34:17 2022-03-10 13:34:17 MEQ a Phishing_URL_Data_Feed

URL 111241215138 2022-03-10 13:34:17 2022-03-10 13:34:17 WARMING 3 Phishing _URL_Data_Feed

Copyright © 2025 Kaspersky Lab. All rights reserved. 16



[IoCHIHVRR—b

kasperslky

T —FRHFIC—ET BIoCZECSVIER TIIRAR—hT S5 R IDMERLAIRE
RBFM L IoCIERRE (B#TR) - 1oCYA T - 5T & - F T DI ITAMREDNSER
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Fields to export

Field name Condition

Value

Include

‘ioc_updated_date ~ | ‘ date is more than (inclusive) v | ‘2023—01—01

Gl

AND |i0<:_type v | ‘ value is equal to

v| | MDS

|

AMND |i0<:_value w | ‘ value is non-empty

- |

—¥ 9 3loC%
CSVEATIOZXR—k

Cutput name

| ioc_updated_date

| ioc_type

| ioc_value

Eb

=

5]

A

Hioc updated date

ioc_type

2023-01-19T02:52:30.2415332

MDS

2023-01-19T02:52:30.2415337

MD3

2023-01-19T02:52:30.2415337

MD5
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MDS

2023-01-19T02:52:30.2415337

MD3

2023-01-19T02:52:30.2415337

MD2

2023-01-19T02:52:30.2415337

MD5

= |0 oo [~ |on [un 4w ha =

2023-01-19T02:52:30.2415337

MD3
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BEBT —Y 71— FOEHER(LI—FE-RAB)PZ1 I T—5—(URL- \v2 1 IPPRLR)D
etER(BEE - R &5 vy 1h—F EICFRR

Statistics overview

T ERORETT ST (BREE- RN

Supplier statistics %%@27_——97 £ —R OB

Supplier name

63326

5446 367 0 5 ® CyberCrime_Tracker_BleckUr

Indicator statistics %"f ‘J*D"T—S/—O)fﬁﬁif’%iﬁ
========== ype Checked Detected M|

P address 192818 0
® IPaddress
Hash 6932 0
e URL
URL 146 099 0 o Hosh
Total 345849 0
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SBEANICKDZE—RFR-OT IJ71INCEENDIoCHOEEIRZR - T71IV/I\VI1EDIEEDHECTRER

tor [§ Logfile [3 File

m

Summary
ocessed 1 1 filals] i 19 indic: filetsy | Proceszed 4 25 linas
KL_APT_Hash_MD! 1d KL_IP_Reputation ! Mo L 1 det
KL_APT_IP 1d KL_leT_URL _Mo 1 ded
KL_APT_URL 1d K h L_Phis 2 def
L netCnC_URL 2 detections K _Ransomwar L 2 def
Top 100 detected indicators bowniess
KL_IoT_UR!
192025 10.08.2018 00:00
10¢ 93461621e60f9134
Trojan-Downloader Shell Agentp htte
10.07.2018 00:00
Log file String
TestFile:txt CEFR:0|Kaspersky|CyberTrace Verification Kit|1.2|0[Verification_test|2] request=http://e593461621ee0fI134c632d00bf108fd.com/.i suser=EvalTestUserName src=192.168...
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Edition 250 100A5@EZFT O O X X O
(E==(8)
Feed
matcher R R X X X X X
(BE)(Cx1)
MSSP feed
matcher %3 R X X X O X
(B8
(pgtform SR IR ® ® ® e O
MSSP
TI platform %3 IR O O O @) O
(B8

*%1: Threat Data FeedsCZHNDi5E. EERM
%2: EPS = Event Per Second, 1 RICEBARIEERANR I NMINDZ ET. SA VA CERINHEEBA ZBETA
X3 I CPHERRIEICEUZRIED St R EFHT
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