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Size of saved events less than 1 GB Delete saved events

-

v/ Not detected 2022-03-08 14:14:53 3117 949 0
v/ Not detected 2022-03-04 14:21:50 1370758 0
v/ Not detected 2022-02-25 14:21:4 0 0
v/ Not detected 2 2-2010:4 41191 0
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Indicators

URL xhbxjdbdn.ga 2022-03-10 13:06:31
URL iugaknub.org 2022-03-09 15:35:20
URL networki.duckdn 2022-03-10 13:34:11

URL xhbxjdbdn.ga 2022-03-10 13:06:31
URL d3etwai8fde30c 2022-03-09 18:00:12
URL iugaknub.org 2022-03-09 15:35:20
URL psd2-kunde4453 2022-03-10 13:34:17

\ URL 111241219138 2022-03-10 13:34:17

BELRY T zatloCe—ERT

2022-03-10 13:35:07

2022-03-10 13:34:11

2022-03-10 13:35:07

2022-03-10 13:35:07

2022-03-10 13:34:17

2022-03-10 13:34:17

Tag

il
R

Total tag weight

Suppliers

Malicious_URL_Data_Feed. Ransomware_URL_Data_Feed

Malicious_URL_Data_Feed. Botnet_CnC_URL_Data_Feed.
Ransomware_URL_Data_Feed

Malicious_URL_Data_Feed

EEL VI hOEREICEFRNSIoCE—ERT

otal tag weight x

Suppliers

Malicious_URL_Data_Feed. Ransomware_URL_Data_Feed

Malicious_URL_Data_Feed. Ransomware_URL_Data_Feed

Malicious_URL_Data_Feed. Botnet_CnC_URL_Data_Feed.

Ransomware_URL_Data_Feed

Phishing_URL_Data_Feed
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Fields to export

|ioc_updated_date v | ‘ date is more than (inclusive) g ’ ‘ 2023-01-01 [:]‘ ‘ioc_updated_date ‘ ©

AND [ioc_type v | ‘ value is equal to v ’ ‘MDS ‘ ‘ioc_type ‘ mj

AND iioc_value v | ‘ value is non-empty v ’ ‘ioc_value ‘ 0]

A | B | C |
#ioc_updated_date ioc_type ioc value
2023-01-19T02:52:30.241533Z MD5
2023-01-19T02:52:30.241533Z MD5
2023-01-19T02:52:30.241533Z MD5
2023-01-19T02:52:30.241533Z MD5
2023-01-19T02:52:30.241533Z MD5
2023-01-19T02:52:30.241533Z MD5
2023-01-19T02:52:30.241533Z MD5
2023-01-19T02:52:30.241533Z MD5
2023-01-19T02:52:30.241533Z MD5
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Summary

Trojan-Downloader Shell Agent.p
10.07.2018 00:00
Log file String

\ TestFiletxt CEF:0|Kaspersky|CyberTrace Verification Kitl1.2I0|Verification_testl2] request=http://e593461621ee019134c6324d00bf108fd comLi suser=EvalTestUserName src=192.168

10.08.2018 00:00

80

eeeeeeeeeee

2 detections

~

Copyright © 2023 Kaspersky Lab. All rights reserved.

Kaspersky
CyberTrace

lkaspersky



20

1 AER

Kaspersky
. . CyberT
-CyberTracel&BRAT 351tV RIC &> THEHRSMEN LI TOEY BEYET, yperirace
H—RN—FT1 8
EPS limit(%2) | g 2R o Lookup#at ﬁﬁz?—é%:—m CIF1—H— FFFIU— LA
Community
o 100AEZET
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matcher %3 IR X X X O X
(BE)
(g attorm IR IR O ® ® ® ®
MSSP
TI platform %3 IR O @) @) @) @)
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%1: Threat Data FeedszZZHNDGE . BETOREERVET,
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