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BlueNoroff employs new tools in recent activity

Report Id: 20190802
Version: 1.0 (5.August.2019)

Executive Summary

We recently tracked new BlueNoroff activity following the previously reported? campaigns. In
particular, we found an bank in Myanmar compromised by this actor. We promptly contacted them,
sharing the 10Cs we had found.

This collaboration allowed us to learn valuable information on how they move laterally to access
high valuable hosts, such as ones owned by the bank’s system engineers interacting with SWIFT.

BlueNoroff also starts to employ new malware with an uncommon structure, probably to slow down
its analysis. Depending on the command line parameters, this malware can run as passive backdoor,
active backdoor and tunneling tool. We assess that the actor runs this tool in different modes
depending on the situation.

Moreover, we found another type of Powershell script used by this group when they attacked a
victim in Turkey. This Powershell has similar functionalities with the ones previously used, but

They used a public login credential dumper and homemade Powershell scripts for lateral movement.

This report in a nutshell:

* The actor utilized a Google Docs look-alike app, hosted on Paas platforms for initial compromise;
+ The open-source ‘Ares RAT’ was used as a payload in the attacks;
* The waves of attacks have been ongoing for more than a year, and most likely are originating from

Techniques, Tactics and Procedures specific for this campaign:

Infrastructure

Link shorteners; Cloud storage; VPS

Infection vector

Spear phishing emails with attachments; Spear phishing emails with urls redirecting to fake Google Docs
apps

Implants
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. . Data Exfiltration
Technical Details
The purpose of the attacks appears to be pure data theft. Sometimes after a successful compromise,

the malware will receive the following set of commands:

Initial Infection
¢ List current catalogue with dir
The campaigns discussed in this report began with spear phishing emails. While many of the initial « Download “o.txt” from the C2 (i.e. -
emails were not obtainable by us, using our statistical data and telemetry we were able to http-/f—staticleo txt)
reconstruct what we believe is the entire infection chain. Moreover, the actor’'s heavy usage of e Rename “o.txt” to “o.bat” and execute it

public services such as URL shorteners allowed us to get a broad view of their operational activity.

We divide this activity into two different campaigns based on how the initial access was obtained. The code contained in o.txt® will then download the following additional files from Dropbox.
The first campaign began in December 2017 and was completed around August 2018, while the

second one began around October 2018 and still goes on. .
Original EXE Name | Name of Downloaded EXE Hash

Google Drive URL: https://drive[.]google[.]con/file/d/ | NEGEGEG_G_ P — tmp.exe seocresc i o1
Google Drive URL: https://drive[.]google[.]com/File/d/[NNEGEG_NME rclone.exe® system.exe s9s363 S| ¢E08
Google Drive URL: https:/fdrive[.]google[.]com/filefd/_ rclone.conf rclone.conf Fr380250_“35

BOlad
owner: [:cnail. com

Filename: Wedding Invitation.pdf Next, it will look for all files with the following file types on the victim's file system:
Created Time: 2018-81-88 ©6:58:34
Modified Time: 2018-01-0806:58:42 e Spreadsheets - files with extension .xls, .xls, .ots

MD5: 391937_44c b5ab ¢ Presentations - files with extension .ppt, .ppsx, .pptx, .odp

+ Documents - files with extension .doc, .docx, .odt, .pdf
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Infrastructure

Fishing Elephant operators heavily rely on URL shortening services and cloud storage services for the
first stage in the infection chain. Below is a list of shortened URLs observed in these campaigns.

Short URL Final URL # of Clicks | Creation Time
http://bit hetps:// [ ebifyn | 122 03-10-2018 11:00:21
ﬁ https:// |6 ves | 10 18-01-2019 06:37:40
http://bit ntos:// [ 312 |2 18-01-2019 06:39:55
http://bit https:// e |6 02-07-2018 10:46:52
hltps:ﬁg- hetps:/ [ sanscw |7 20-12-2017 10:38:58
hrtpszﬁs- nteps:// [ rence | 22 04-01-2018 07:19:06
hnps:ﬁg- hetps:// [ Rersy |61 04-01-2018 07:17:47
http://bit hltps;f_Yk;pV 5 04-07-2018 06:08:46
http://bit https:/| jzmH 8 11-06-2018 08:09:28
% https:f_avi Kaf |5 11-05-2018 09:47:47
http://bit https;f_ 63 02-07-2018 07:00:26
navigat
442118002844
hto://oit [ R r.nps:;_ 34 11-06-2018 05:20:22
navigat:
CA95089D0BEL
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Victims

The main target vertical for_ppears to be high profile political and military targets

in South Asia, specifically countries bordering_, Below is a

geographic distribution of potential victims we observed based on our statistical data.

% of victims by country

Fig. 4 Distribution of targeted countries
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Appendix | - Indicators of Compromise

Note: The indicators in this section are valid at the time of publication. Any future changes will be Yara

directly updated in the corresponding .ioc file.
File Hashes

meta:
copyright = "Kaspersky Lab"

DDE Word Documents

gg;;;:: date = "2019-84-18"
2EERE7S! description = "Detects DDE payload using bitsadmin to download hta"
49AAC
e strings:
A4B4ES] $a@ = "QUOTE"
AFB2E77 $al1 =
$a2 =
VBS Scripts $a3 =

$a4 = “101 114 32 100 97 116 97 32 47 112 114 105 111 114 165 116 121 32
184 105 183 1e4 32"
$a5 = "word/document.xmlP"”

$a6 = "REF c"
$a7 = "REF d"
$a8 = "REF e"

$a9 = "1e4 116 116 112"

condition:
all of them
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