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Status Date Type Request
Q Adware and other &Sep 2022 10047 Domain ]
¥ Adware and other 6Sep2022 10147 pomain I
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& © Notcategorized 6Sep2022 10:21 Hash ]
) © Good 6Sep2022 1021 URL |
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_ & Openin research graph [ Copyrequest

B Dangerous
Overview
Pv4count 40 Crested 30ct2017 Registration organization  Privacy service provided by Withheld for Privacy ehf
Filecount =100 Expires 3 0ct2022 n' E name NAMECHEAP INC
URLcount =10 Domain  staticset.com 1 ﬁ
Hits = 10,000
Geography

Anti-Virus Statistics

500 its

HDEFEHER

Ohits

WHOIS © 4 Downleaddata
staticset. com NAMECHEAR INC
1205 clientTransferPronibited ANA 1068
https:fficann.orz/epp#clientTransterPronibited .
S— G - Emai abuse@namecheap.com
3 Aug 2020 W h o I S 0)"\$$&mmrﬂmmmm dnsZregistrar-servers.com
Paid unt 30ct2022 I g
Contacts Name Organization Address Phone/Fax Email
Registrantinfo Redactad for Privacy Privacy service provided by 15; Capital Region - -
Withheld for Privacy ehf
DNS resolutions for domain @ 1 Download data
Status Threatscore Hits (=) 1P Firstresolved Lastresolved Peak date Daily peak
Mot trustad 8 100 6Sap 2022 10 Aug 2022 10
Mot categorized a4 10 26 Sep 2018 265ep 2018 10
Not categorized 38 1,000 28.Jul2022 28Feb 2022 10
Mot categorized - 1,000,000 28 Now 2018 28 Aug 2018 10,000
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4, Download data

B Mabware 10 19 Nov 2019 41 19 Nov2019 2221 HEUR:Trojan. Script Generic
B Malware 10 v ) W? ol ?U rojan. Script Generic
B Mabware 10 3 Mar 9 l:l HEUR Trojan. Script Generic

Subdomains ©

tafound

Referrals to domain ©

Status

T XA DI

. Download data

URL

Lastreference

B Dangerous
B Dangerous

B Dangerous

Domain referred to the following URLs ©

Status

staticset.com, 11May2021 1426

staticsat.com 26Apr2021 0836

staticset.com/wel

statsml

12Feb 2021

4 Download data

URL Lastreference

B Dangerous
B Dangerous

B Dangerous

URL masks @

Status

staticsat com)/

11 May 2021

staticsat.com/u

11May2021

U511 Ik

staticsat com/favicon

262pr3021 0336

4 Download data
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Similar domains ©

Second-Teve 0o

4. Download data

Status Domain Registered Expires Portstatus
B Dangerous etcom 30c12017 30012022 HT Ciosed
*’E I\ W X r Cicsed
© Good * glun 201 w2023 Closed
Giosed
© Good 6 Aug 2019 6Aug 2022 HT Ciosed
Giosed

Files downloaded from requested domain @

Status

8 Malware ptGeneric
B Malware 10 2E71BE46CE3BAZ026437AREE HEUR Trojan ScriptM

8 Malware 10 E774576D143R42965853BAlN 1l 202 My 20 29 HEUR Trojan.Script Miner gen
B Malware 10 ES82BC7BF9ABDC2003115F7D0AD..  11May2021 1416 11 May 2021 1415

HEUR Trojan ScriptM
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B pangerous

Overview

Hits

Firstseen

=10,000

21Dec 2021 0409

Threatscore 100

Malware

Statistics ©

WHOIS ©

REDZ |\

AL Download data

46.55.222.0 —46.55.222.255
DCC-BG

DCC Routing subnets

P7FLX

Contact Name Role
person Jivke Hristev tech
person Jivke Hristev admin

DNS resolutions for IP address ©

found

EFU;EE e e

Ownername —

AR

Detection Statistics

10

[P Copyrequest

Crested 10ct 2010

Updated 10ct 2010

i, Exportresults

mw&&ﬂg

10ct 2010
10ct 2010
[lee
51582

154 Maritza bivd., 4018 Plovdiv

DNS/{&F#R
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File MD5 Detection name URL Firstseen Lastseen

B Malware 10,000 AC623E3D45C33A BSSTrojan) zetfmkpyssgognmudiog... 28 Feb 2022 1812 550p 2022 2536
B Malware 10,000 8500DC50: j 0 h 2Mar2022 12:42 58ep 2022 23:15
B Malware 10,000 A3ABGOD4MS Efmotet cm I 10 Aug 2022 55ep 2022 1420
B Malware 1,000 29C702B7FCT9F7 BSS.TrojanWin32.Get vizubjskhdvgalkit 27 Apr2022 00 650p 2022 00'11
B Malware 1,000 32EFFDEFCBCAF62: BSS:Trojan. Gen 4Mar2022 10:

Hosted URLs © L Download data

Status

29 Jun 2022

Hits (=) URL Firstseen Lastsean

@ Dangerous 10,000 30MNov2021 17 55ep 2022

B Dangerous 10,000 22211/%2a 30Mov2021 1 25ep2022 1426
B Dangerous 100 222.11/bbeda7d3b7 600765327641 7112142586006,  23AUg2014 13:41 120012014 1

| Dengerous 45ep2014 16:43
B Dangarous 14Aug2014 0817
B Dengerous 25ep2022 00

B Dengerous 10 9Feb2022 « 31Aug2022

B Dangerous 10 ugasonuhdhrrin 25Ag2022 1114 25Aug2022 1114
@ Dangerous 10 hnmijcssicufwhmsuzvuifmaauxackgrop.. 20 Aug 2022 03:31 20Aug 2022 0331
B Dangerous 10 465522211/ 3 Mar 2022 ¢

URL masks ©

12 found

Spam attacks ©

found

Spam attack statistics ©

12 found

Phishing attacks ©

ta found

Phishing attack statistics @

data found

Data FeedE %GR

RAINLIFER

19 Aug 2022 0
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HIE

Overview

#F Openinresearchgraph [ Copyrequest  [ERSNSTSHTISTI

Hits =1,000 Size 399.00 KB (408576 B) Firstseen 25.Jan2022 0103

—HIE

5HA-256 087B99AD356F223D93D3ECC23C1FA2CDOYBC56CBCAE9DCAD66EBCS50879305FF0

Signedby  —

Format  exe x32 Packedby — Lastseen 28 Aug 2022 0523

MD5 DE5211E24C466A4BEEBD96ATASL4ADCI6
SHA-1 3AA454C723B33892B127DEABZ75C982391571D9F

General
Statistics ©

Detection Statistics

RADZME RO

Detection names ©

25Jan2022 18715
B BackdoorWin32 Blakken.sb

25Jan 2022 1815

28Aug2022 1424

25Jan2022 1% 25Jan 2022 1

25 Jan 2022 1815

B PDM:TrojanWin32 Bazon.a B POM.TrojanWin32.Generic B TrojanMSILAgentsb

Flle-fl::;aturesandcertlflcatesw »f)[, O)J 9\\* 9—_ _\7 (\:_piEﬂﬂill‘EE#E

AT FITRF v &EEAE

File names O

No

L Downioad data

File paths ) L Downloaddata

Hits(=) Path Location

10 content outiook\q7bo5bco

10 content outlook\aySkapnr
10 gfymailessentials\temp\rarunpack J } ‘I )bl Z (P’ ’k ;i )

IntarnetCache

10 ProgramFiles
10 \ o 00424 ProgramFiles
10 martauitotal uninstall 7\backup Programbata

TS |~a>9‘r7y|:|—
"THITTH ST

File accessed the following URLs ©

T
—RUEATITOk

Last accessed Domain IP count

L. Download data

Status URL

B Malware christophergajgnermusgo Y fbpotin 254 u-, hergalla ’vErsz::nm -
B Malware christopiy gnmrJ j ) TZ -

097kktb2ivzd67v..  25Jan 2022 0917

B Malware raferto-onlin.com/Jy93/ Infbpcsins: raferto-online.com -

B Malware lesbianparadise.com/jy937nfbpesin=/mubjmydusiziuud... 25 Jan 2022 0917

lF]:Iej::rjed the followin ouﬁ [SERNN 9 hb ;{T lJ7_ j‘ A\ 5 A\Y 9 h
File:uf:iftarted bythﬂuoﬁpme«s @ 9 I\ E%{T Ljr j— W ~ “I 7 h
File was downluade“bltllg followi

“HIVIINEY Y O-RUEATIIIL

File was unpacked from the following objects ©

lesbianparadise.com -

No

4. Download data

Status Parent MD5 Child MDS Parentsize  Parenttype Parant detaction name Level
| \

o 73:?? i7 F%Enﬁ r j i \; 9 ~ ;

B Malware 826630521 .dELgd L=ny DE52F1E24C: Sh WSILAgensla.gen 0

.
a8 Malware 32E53BF80BFAD7A237D7BF6358A772..  DE5211E24C666A4BEBBDIGATAGAADC. .

-Flletlz:::lialnsthefnlllﬂsobjeﬁa “I g I\ b Ain 5 z.

3829228 rar HEUR Trojan-PSW.MSIL Agensla.gen 0

JIOb )

Hits (=)

File Name

1,000

TJ71)V%&

quol7867.exe

signed invoice.r00
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Draily request quota foryour group: 97 of 100 left

Report for IP address

L XK XXX XXX XXX &f Open in research graph A Copyrequest &, Export results

B Dangerous

Overview

Hits =10 Owner name — Created 12 Nov 2009
First seen 23Jul 2021 0803 Owner ID None Updated 12 Nov 2009
Threat score 100

Categories Botnet C&EC  Crimeware  Malware
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Report for IP address

= OO XXX XXX XXX &8 Openin research graph 3 Copy request &, Export results
B Dangerous

Overview

Hits =10 Ownernames  UZINFOCOM State Unitary Enterprise Created 03 Nov 2012

Firstseen 04 Mar2015 12711 Owner 1D ORG-USUEL-RIPE

Updated 07 Nov 2012
Threat score 100

Categories Crimeware  Malware  Compromised

Reports <3 NewTeatures of Emotetincluding deception technigues

Timeline Last 2 months @

Adware and other

October January 2022 April July Qctober January 2023
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WHOIS Lookup

Daily request quota foryour group: left Increass pour quota 1 E %7‘:—: L) 0)5% (/) *ﬁ%@;&hi‘ﬁﬁ_\
Domain IP address
Domain Contact Iame server

Advanced options
Information checked date (range) Creation date (range) Expiration date (rangs) Updatad date (rangs)

WHOISIEHRZ AN UM R EIRTER
Recent requests
Request Type Date Action
“kaspersky” Domain 30 MNov2021 1502 C Resend request
“kaspersky” Domain 22 Nov2021 0940 C Resend request

kaspersky

12 Copyright © 2023 Kaspersky Lab. All rights reserved.



WHOIS Hunting :1§4 - 755% Kapesky

Threat Lookup

bSYF DT UWWHOISIEREEICTRS Y F D TIV—IVIEER T 52 ETOV—IVICERT SR A VIFHRZEINEE

WHOIS Hunting

N — =~ —]
Domain IP address .ﬁﬁwﬁfﬁﬁ%% ax &
Fuleg name
, ) .
@ Motifications enabled Nc@al 4110 ng_h 10/10
available available
Domain Contact Mame server
Advanced options
Imformation checked date (range) Creation date (range) Expiration date (range) Updated date {range)
2022-05-05
Tracking rules
Rule Type Created Priority  Motifications Mew results Action
Sampis Domain 19 Nov 2020 07:14 Mormal  — e & o | C Viewrssult

—

WRELENSYFD T DRRERT
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- - NC on from rsky Threat Intelligence Portal - uri?-
Notifications - Bl O ErLrEREAAL TR
( Y Ay B (o eaw £ racEs Voo &
. o [_(_ - - ;

@D Receive email notifications e | e %EI — S- |2 F-pmcEF- Y RET promy R~

[ ] [

N B By~ (SEEUTAEIR  F soRf ||
Email address for notifications e B BBl & P

OO SO 2020/11/04 (X) 18:53

NoReply@kaspersky.com

Notification from Kaspersky Threat Intelligence Portal

Select notifications
sy oI
Mew f updated APT Intelligence reports Mewy Digital Footprint Inteligence threats
Mew f updated Crimeware Threat Intelligence reports Mew Digital Feotprint Inteligence reports Dear Customer,
Mew f updated IC3 Intelligence reports & WHOIS tracking rules We have found new data that matches vour WHOIS tracking rule: sample 20201107.
] o ] o ) ] o This notification is to inform you of new information in response to your query.
3'r'5E"|EIZ‘-‘tII'|E aifry ofthe check boxss abE’\'E: S 'I"_\.'II'IE' Wolr email Erdl:II'EE-S: amd clic ¥Ing SEI'-.'E: You agree 1o recene automatic email notTications from (EEFIEFE £y TO Vie’“’ the U- date c]ick the fOl].O“l’i-ﬂ ]ﬂlk
Threat Intelig=nce Portal about the selected events. Your user name (legin), full name, and email address will be processed in accordance with the Privacy Policy. vou fof . Kaspersky Theatglﬁi'gmce Portal
Thank v using f 1, .
Best regards,
Kaspersky Threat Intelligence Portal Team.

kaspersky
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Dark Web Search:
NARIVAZAF—DIFRIN—EDREBUIEY —Iweb®T 1 —Tweb L TOVURRY SN/ —KEBOSHEDCIWELRRICRYESD
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Surface Web Search:
NARIVAF—DIFRAN—ENBEUERETT2tF1 7 BEED NHEHRZIRHTZI T —EX

"CVE-2022-413527

Threat Lookup

Lookup © Darkweb 2 Surface web © OSINT loCs 0 Reporting & Actors 0 Digital Footprint ©

Daily request quota foryour group: 92 of 100 left
o+ Foeeenes p—) (T O £

Date Preview S

ooooo Category
15 0ct 2022 Almost 900 servers hacked using Zimbra zero-day flaw crdclubdwraumez4.onion Forums
16:42 _.The vulnerability tracked as CIE-2022-41352is a remote code execution flaw that allows attac (archived)
15 0ct 2022 Almost 900 servers hacked using Zimbra zero-day flaw crdclubdwraumez4.onion Forums
16:42 -.The vulnerability tracked as CIWE-2022-41352is a remote code execution flaw that allows attac

N | | kaspersky
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@ Dark Web Search THEEFERYI SR, 5t E+—T—RICIRE
ffl: Kaspersky. CVE-202 2-xxxx
-IREBRUTZEZEICE T BIFImR /T I\ MERFEDHEES
-2 DIESEMENEFET DREDBERCEAT DY —IVDFTFERE DRI XY DFFEER
@ Surface Web SearchTHfEgE, YIVOT 7, HA/N\—KE(ICEHET ZF—J— R &R
f5: (Log4j). CVE-2022-xxxx. CryWiper
-THR RTINS SN IV T 7RSS (CVE) 21 8%R T E T AARIVAF—DIFR/IN—FNEELEF—T—FIC
I RSEE -
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