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Threat Landscape:TTPs
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Q, Searchby TTPs

+ Reconnaissance

v Resource Development
» Initial Access
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» Defense Evasion
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+ Command and Control
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1D Name Adversary action

TA0O43  Reconnaissance The adversary is trying to gather information they can use to plan future operations.
TA0O42  Resource Development The adversary is trying to establish resources they can use to support operations.
TAOOO1  Initial Access The adversary is trying to get into your network.

TA0O02  Execution The adversary is trying to run malicious code.

TAOOO3  Persistence The adversary is trying to maintain their footheld.

TAOOO4  Privilege Escalation The adversary is trying to gain higher-level permissions.

TAQOO5  Defense Evasion The adversary is trying to avoid being detected.

TAQOO6  Credential Access The adversary is trying to steal account names and passwords.

TAOOO7  Discovery The adversary is trying to figure out your environment.

TAOO08  Lateral Movement The adversary is trying to move through your environment.

TAOOO9  Collection The adversary is trying to gather data of interest to their goal

TA0011 Command and Control The adversary is trying to communicate with compromised systems to control them.
TAOO10  Exfiltration The adversary is trying to steal data.

TAOO40  Impact The adversary is trying to manipulate, interrupt, or destroy your systems and data.
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Actors

Search actors

[[] MName Description Aliases
A0176 3AM 3AM (aka ThreeAM) is a threat actor that was first discovered in August 2023 and primari... | threeam
ADO98 8Base &Base is a ransomware group that has been active since March 2022, In May - July 2023 .. —

AD107 Agenda Agenda or, as they call themselves, Qilin, is a ransomware group that attacks companies ... qilin
AD159 Akira Akira is a ransomware group discovered in March 2023 after they attacked several comp... —

ADOS2 Andariel The Andariel APT group is considered a subgroup of Lazarus APT, initially described by th. silentch
AD293 Angry Likho Angry Likho (also known as Sticky Werewolf), is an APT actor which we have been monito... | phaseshif
AD0OS2 Animal Farm Animal Farm is the name given to a set of malware developed and deployed by the Gene... atks || sig
ADOO5S APT1 APT1, also known as Comment Crew, is a cybercriminal group engaged in cyber espionag... | brownfox
ADOD2 APTIO APT10is a Chinese-speaking sophisticated and persistent cyber espionage actor active ... atk41| | br
AD0&8 APT3 APT 3 is also known as Gothic Panda, Pirpi, UPS Team, Buckeye, Threat Group-0110, TG-... boron | | be

Copyright © 2025 Kaspersky Lab. All rights reserved.
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CVEs:

Software:

Created
Updated

Aliases

APTA41 [

AQ037

CVE-2015-1641 CVE-2017-0199 CVE-2019-0708 +10

B Empire | & China Chopper

Nov 22 2021
Mar19 2025

amoeba || axiom hacking group | | barium || blackfly || brasstyphoon || bronze atlas | | bronze export | +11

Industries

(4 pefense || (4 Energy || ¢4 Entertainment || (8 Financial services || ¢4 Government || ¢4 Manufacturing || ¢4 Technology

Affected countries

@ Na

Bl Afghanistan | | @8 Australia | | =5 Austria | | [l Bangladesh || (5 Brazil | | [ Cambodia | @ China m
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1D MName Aliases Platforms affected
50071 Qakbot Qbot || Pinkslipbot || +1 Cad Windows

50072 WarzoneRAT AveMaria || AveMariaRAT || +3 Ld windows

50092 Dridex - Co Windows

50094 WebBrowserPassView - Ca windows

50141 GhOst RAT Ghost RAT | | GhOsStRAT || +2 Co Windows

s0149 BeEF — Co Linux || Cf macos | &
50150 Maze Ransomware ChaChara.. || Sekhmet || +1 Co Windows

S0173 BITSAdmin Backgroun . Co Windows

50182 PuTTY rsce | peFre |+ Ca macos || C3 Linux n
50183 RomCom RAT SingleCam... | SnipBot || +2 Lo Windows
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Mitigations

HE
FARNY

AIEE

Search by name or ID Q,

D Mame Updated

MOO0D4 Vulnerability Scanning Dec 18 2024 12:54
MOOO5 User Account Control Dec 18 2024 12:54
MOO0& Update Software Dec 18 2024 1312
MOO0O7 Active Directory Configuration Dec 18 2024 1314
MOODSE Data Backup Dec 18 2024 1318
MOO0D9 Privileged Account Management Dec 202024 11:45
MOO10 Execution Prevention Dec 18 2024 14:28
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APT Intelligence Reporting &Il
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B REEVCEERHN) ST TAERMEE CENREUHFEA T SEHHNLLR—FAE
v WEOIE (Executive Summary)
v e (Technical Details)
v IREBOEIMN. i LUFE (TTPs) &EMITRE ATT&CK~YwvE S
v WEEOREMIER (Attribution)
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kaspersky

BlueNoroff employs new tools in recent activity T

Report Id: 20190802 e The actor utilized a Google Docs look-alike app, hosted on Paa$ platforms for initial compromise;
Version: 1.0 (S.August.2019) e The open-source ‘Ares RAT’ was used as a payload in the attacks;
e The waves of attacks have been ongoing for more than a year, and most likely are originating from

Executive Summary

We recently tracked new BlueNoroff activity following the previously reported*? campaigns. In

particular, we found an bank in Myanmar compromised by this actor. We promptly contacted them, Techniques, Tactics and Procedures specific for this campaign:

sharing the 10Cs we had found.
Infrastructure
This collaboration allowed us to learn valuable information on how they move laterally to access
high valuable hosts, such as ones owned by the bank’s system engineers interacting with SWIFT.
They used a public login credential dumper and homemade Powershell scripts for lateral movement. Infection vector

Link shorteners; Cloud storage; VPS

BlueNoroff also starts to employ new malware with an uncommon structure, probably to slow down Spear phishing emails with attachments; Spear phishing emails with urls redirecting to fake Google Docs

its analysis. Depending on the command line parameters, this malware can run as passive backdoor, apps
active backdoor and tunneling tool. We assess that the actor runs this tool in different modes Implants
depending on the situation.

Moreover, we found another type of Powershell script used by this group when they attacked a
victim in Turkey. This Powershell has similar functionalities with the ones previously used, but

Copyright © 2025 Kaspersky Lab. All rights reserved.
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HFull Report:SOC#EYE., 1) 7 EEMERIFL R—k
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Technical Details

Initial Infection

The campaigns discussed in this report began with spear phishing emails. While many of the initial
emails were not obtainable by us, using our statistical data and telemetry we were able to
reconstruct what we believe is the entire infection chain. Moreover, the actor’s heavy usage of
public services such as URL shorteners allowed us to get a broad view of their operational activity.
We divide this activity into two different campaigns based on how the initial access was obtained.
The first campaign began in December 2017 and was completed around August 2018, while the
second one began around October 2018 and still goes on.

Google Drive URL: https://drive[.]google[.]com/File/d/ | NNEGEG_ME
Google Drive URL: https://drive[.]google[.]com/file/d/ [ NNEGEG_—NME

Google Drive URL: https:/fdrive[.]google[.]com/filefd/_
BOlad

Owner: -gmail.com

Filename: Wedding Invitation,pdf

Created Time: 2018-81-88 ©6:58:34

Modified Time: 2018-01-0806:58:42

mos: 3919a 7 44 cbsab

Data Exfiltration

The purpose of the attacks appears to be pure data theft. Sometimes after a successful compromise,
the malware will receive the following set of commands:

¢ List current catalogue with dir

+ Download “o.txt” from the C2 (i.e. -

et/ 2/ /o 1)

* Rename “o.txt” to “o.bat” and execute it

The code contained in o.txt® will then download the following additional files from Dropbox.

Original EXE Name | Name of Downloaded EXE Hash

7z2a.exe” tmp.exe seocresF o1

rclone.exe® system.exe 59 BBE3E_6EDS

rclone.conf rclone.conf FESDZSO_FSE

Next, it will look for all files with the following file types on the victim’s file system:
+ Documents - files with extension .doc, .docx, .odt, .pdf
* Spreadsheets - files with extension .xls, .xls, .ots
* Presentations - files with extension .ppt, .ppsx, .pptx, .odp

Copyright © 2025 Kaspersky Lab. All rights reserved.
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Kaspersky Cloud Sandbox &I kaspersky
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Kaspersky Threat Attribution Engine (Cloud)
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Cloud Threat Attribution Engine &I[&
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